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Plenty of denial-of-
service attacks
targeting several 
banks

Damages to 
submarine cables 
between Finland 
and Germany and 
Sweden and 
Lithuania

M365 account 
breaches are 
increasing

AI-based credible 
scams

Discovered a new 
way to spread 
malware

Presidential 
elections

Finnish organizations on the target list 
of denial of service attacks 
(NoName)

City of 
Helsinki 
data 
breach

Large 
GPS 
interferences

Information stolen from the 
NATO portal for sale on 
the dark web

Ivanti-
vulnerabilities

Palo Alto –
vulnerability 
and breach

XZ Utils: Linux
vulnerability

A faulty 
CrowdStrike 
update causes 
global disruption

!

Cable 
outage in 
Vihti and 
Leppävaara

Damage to 
marine and 
electrical 
cables in the 
Gulf of Finland

Valio 
data 
breach



Cyber Resilience Brings Challenges 
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Source: World 
Economic Forum
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Growing Complexity in Cyberspace



Short Term Challenges
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1.
Serious vulnerabilities are 
being exploited faster and 
faster
In addition to installing an 
update to fix the vulnerability, it 
is often necessary to investigate 
whether the vulnerability has 
already been exploited.

2.
Ransomware - A significant 
threat to organizations
During the last year, several 
organizations in Finland have 
fallen victim to ransomware, and 
their number is constantly 
increasing globally.

Top 5 threats in the near future (6 – 24 months)

3.
Security of supply and service chains are 
increasingly critical
Understanding the subcontractor chain is vital 
to the organization's own cyber security. The 
majority of organizations are more or less 
dependent on outsourced digital services.

4.
Organizations should be prepared 
for the challenges brought by 
artificial intelligence.
It would be good for organizations to 
recognize the challenges brought by 
artificial intelligence, and prepare for 
them, for example by training their 
personnel.

5.
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Protecting the telecommunications 
infrastructure is critical
It is important to protect the telecommunications 
and information system infrastructure nationally and 
internationally against both disturbances caused by 
outsiders and natural failures.
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Questions?

Thank You!

anssi.karkkainen@traficom.fi
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