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CYBERHEAD - Cybersecurity Higher Education Database 

143 programmes in 26 countries 

Digital Forensics (B.Sc.)
University of Applied Sciences

Niederrhein

Mönchengladbach, Gemany

Since 2023

CYBERHEAD - Cybersecurity Higher Education Database - ENISA (europa.eu)

https://www.enisa.europa.eu/topics/education/cyberhead#/
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https://www.heise.de/news/KI-und-VR-Schueler-sehen-Technologien-als-wichtigstes-Thema-fuer-den-Lehrplan-9832577.html
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Public understanding of AI through transdisciplinary 

teaching

• BMBF-funded project as part of the 

federal and state funding initiative "Artificial Intelligence in 

higher education"

• Computer science students develop and implement a dialogue 

dialogue in a Furhat robot (with the help of ChatGPT)

• Micro-learning units on AI basics for students

• Duration: Dec. 2022 - Nov. 2025

• Project objective: To prepare students in the best possible way for the AI-influenced 

professional world and society of tomorrow
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https://www.forbes.com/sites/jackkelly/2024/08/16/nearly-4-million-cybersecurity-jobs-are-vacant-heres-why-you-should-consider-

breaking-into-this-sector/
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Cyber cops are our answer to the shift of crime into the 

digital space



Cyber Management Campus MG

Cybercrime - FBI

https://www.fbi.gov/wanted/cyber
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Rapid misuse of
Weak points

AlternativesHumans are too slow for 
action 

AI speed makes updates 
too slow

The end of updates through AI
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Rapid abuse of vulnerabilities
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https://www.cursor.com/

Speed of AI 
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Advanced threats more 
expensive measures

The type of attack can 
change quickly

Risks develop rapidly -
frequent risk analyses 

required

Different expertise is 
required

Effects of ISMS through AI
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https://www.linkedin.com/pulse/cybercrime-service-what-every-business-needs-know-5ixjf/

The type of attack can change quickly
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The risks are developing rapidly

https://www.microsoft.com/de-de/security/security-insider/microsoft-digital-defense-report-2023
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Loss of control

It's easier to hack a 
person than a 
system

Personalised phishing 
mails

Established awareness tools 
become useless

Real appearing
Voicemails from 

colleagues

People are susceptible
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Real appearing messages (deepfake)

https://www.mark-thorben-hofmann.de/6-deepfake-gefahren/

e.g. on shares
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https://www.thedorbrothers.com/

Real appearing messages (deepfake)
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https://www.security-insider.de/was-ist-wormgpt-a-5796962f97df6867e00e100c889e73bc/

Personalised phishing mails
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https://www.bleepingcomputer.com/news/security/cybercriminals-train-ai-chatbots-for-phishing-malware-attacks/

https://www.heise.de/news/DarkBERT-ist-mit-Daten-aus-dem-Darknet-trainiert-ChatGPTs-dunkler-Bruder-9060809.html

GPT4All: Your own ChatGPT without an internet connection

https://www.heise.de/news/GPT4All-ausprobiert-Das-eigene-ChatGPT-ohne-Internetverbindung-9163132.html



Cyber Management Campus MG

Legal rules

AI runs on standard 
laptops

Hardware is getting 
faster and faster

How do you 
supervise AI?

AI is becoming more powerful
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https://www.youtube.com/watch?v=xLVm-QKEZSI
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Data and control outside the 
EU

Unknown ethics or ethics from 
the USA, China, India 

Control of world 
affairs?

Access for 
governments

Digital sovereignty
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• The vast majority of illegal drugs entering the EU are 

smuggled by sea. 70% of drug seizures take place in EU 

harbours.

• Ports account for 75% of the EU's external trade volume 

and 31% of the EU's internal trade volume. Ports are 

therefore particularly vulnerable to drug smuggling and 

exploitation by high-risk criminal networks.

• Criminals use the ports to organise the transit of containers 

with illegal goods to the EU. 

Ref.: https://ec.europa.eu/commission/presscorner/detail/de/ip_24_344

Source: Insight into 
crime.

Maritime crime - drug smuggling 
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Maritime crime - drug smuggling 

• After cannabis, cocaine is the second most commonly consumed 

illicit drug in Europe.

• The increasing availability and consumption of cocaine in Europe 

cocaine in Europe is causing higher costs, both in terms of 

both in terms of the impact on public health and the crime and violence

the crime and violence associated with the cocaine market.

• The trade in illegal drugs is extremely dynamic and adapts quickly to geopolitical developments, 

regional conflicts and changes in trade routes.

• In addition to the use of commercially available containers, a number of other methods are used 

today, often in combination, to evade detection.

Reference: EMCDDA, 2023 European medicines report 
2023 (as of 16 June)
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Maritime crime - people smuggling

• People smuggling is the movement of 

people across international borders for 

financial gain.

• The migrant smuggling business could be 

worth USD 10 billion or more per year, 

considering that the routes from West, East 

and North Africa to Europe and from South 

America to North America are worth around 

USD 6.75 billion annually.

Source: International Organisation for Migration, 2024. global migration data portal. Smuggling of 

migrants.
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Jamming &

spoofing 

Source: Androjna, A. et al, 2021. AIS Data Vulnerability Indicated by a 

Spoofing Case-Study.

AIS = Automatic Identification System 
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Source: Pradeo
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Source: Pradeo
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Great interest at the Civil Protection Day

Source: BSI 2023

https://www.bsi.bund.de/DE/Service-Navi/Presse/Alle-Meldungen-News/Meldungen/Bevoelkerungsschutztag_230626.html
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Thank you for your attention!


